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B7 

&WifL*H ( l ) 

* # # IW ^ — 3t ^. (modular multiplication)!! 
&n% & ' ^^J^m#:^*^:(high-radix)Montgomery 

&0rff3ttt«!fc>fc8 ' js& ^ «p * m ^ * &o & >; * # « m m 

& ^ # 3£ ' 83 ^ (plaintext) f- it i& - *a $ tik * 'J 
(encryption) J^^L>fllffl^^fit#^^^^r ^ (encryption key) » 
^-a#^^-^^(ciphertext)t*4 • # <#- 3ft # *f ffl 
M l J£:&i&&:*.*&5£i£jfc ' # # Jft «• itb & 2: sfc 

% g. ft ft it % 3L a£ » M A it i& - M M 60 m- & tik M (decryption) 
60 ^^(decryption key)it>f. toWSL^m- • * ^ f- 

VLT ' «. T £K it fJ W *r 60 ^ 

'14 • 

^l^6d^^a*JT ' & 3r *fc & ^Jl^5£ 

* * ^ 46- A & & 60 3& ^ m. & ft jfc & & *! M. 60 4r -l± ^ 

# • @ it m m 60 # «i & #l » ^ ^- *r « n. ^ j% ^ & & ^ 

fl| % UL (private key cryptosystem) U Bl P*] & $? «| % $1 
(public key cryptosystem) f£ A M ^ ° & &L ^ ' 

' DES % 

&L • ^ W ^ ^ ^ % + ' * & fr> % & & & & & tit ft 
m * ^ * # ^ - *& ^ ^ ^ 60 ^ «| # 88- 4£ ' tfeftfa 
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y 

t£ & 4% £ &l #1 ^ ' 

ikthz-- • £ — 2r © ' I'J & # it 3r © # 

|SJ #} • 45t — M fa & ft m % ft H. ' fa & A^T & 

?$&]&ft ' mfttbfam&ftnwxfamj&mxfc ' s'j x # 

tk&&i&&4tftyf s r&L&J&&*ft%.<> % *V ' ifc % tit n <fc 
31 4fc t£ i£ t& _h & &r & & * ^ ffl ^ ^ ^ * & & & <fc ' 

% &L #J * • Jfc & ^ IL^^Ut^l; 

RSA(Rivest » Shamir » Adleman) ° & M ^ & & & 

^ ^ *S ^ a $t tilted # (digital signature) #j Jifr% *h Jfe • 

RSA ^ m % i- # A M ffl *H $t (modular exponential) 

C=M E (modN) (1) 
M=C D (mod N) (2) 
t N=PQ M. JL ED= 1 mod(P- 1 )(Q- 1 ) ° t M tf «E 

_Li&^#. N £ifc4S £fc P^Q • ^(1)^^^^^ 

tflthft ' # B £ X M *»] ffi & & i£ #■ (E - N)# C o 

% (2)s£ *j * ^ m m &j % ft ' # a? c *•] « « m * 3€ * (d - 

N)3S ^ 4* n W X M • A RSA ^ & & t ' « *t 3€ ^ # 
t 41 m J- tf % fJNE # |€ #J ^ ' Sifca tA^lt4*J 

*t*€£ ♦ ^^'J^^'Jffl Montgomery 
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i &Wi$LW ( 3 ) 

m$-&&tY%m&&.m&& a t -ir & t& w 

Montgomery i% % & if tf AB(mod N) #} & & 3£ # 2r A • 



1> 

IT R 0 =0 ; 

ia© i=0~n-l » #L4fT?'JfM^ : 
qi=Ri+aiB (mod 2) 
Ri^CRi+ajB+qiN)^ 



It. 



(3) 



(4) 



* t A = a n .,2 n - 1 + a n . 2 2 



► n- 2 



+ a 0 ; B = b n .,2 



n-l 



+ 



b„. 2 2 



n-2 



+ 



+b 0 »la^b^ qiG{0 > 1} 



±-tiLtfl : &%&% $r$k4f n 4®mW (loop) • ffl J»] n 4£ tL 
tt;fro>3rg«A 1 HI. n ^^.^H • Hf|:i5||^T#J^I^ 

#J Hi. Ji 2° > 2 1 - 2 2 2"- 1 ^ ^ ' Ti-X^ WTtl: : 

2 n R n E=AB (mod N) (5) 

R n =2" n AB (mod N) (6) 

Montgomery >fc * * tf * $ (I) A & A % 

(2)^, #j ' Jl'J -sr « T *J Ei *E # * 

MGM(M, 2 2n ) = 2 n M (mod N) (7) 

MGM(2 n M a , 2 n M b ) = 2 n M a+b (mod N) (8) 
MGM(2 n M E , 1) ss M E (mod N) (9) 

& t MGM( • , • )4t _L i& Montgomery jfc # t f # & 
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&Wi$LW ( 4 ) 

i^R„- # $(6)s^m*7f: # 2" n AB (mod N) ° 

fcb & ° ® *t ' ffl & *t (high radix » & $t 2 k )Montgomery 

^ ^ ^ J-X ^ ffl a s B # © m *f fa *t ^ ^. ° 

it f 'J & & S > ^it#i^T«4*^T : 
if" ex. R-o = 0 » 

533® i=0~rn/k"|-l ' t^rT?'Jt!i^ : 

q i =(R i +a i B)*N 1 (mod 2 k ) (10) 
= (R i +a i B+q i N)/2 k (11) 
% t N,^^. N*N,EE-l(mod 2 k ) ' A = ar n/k -|_ I (2 k ) r,,/k1 - 1 + 

ar„/ k l- 2 (2 k ) rn/k1 - 2 + + a 0 *(2 k )° • 3- a- q s e {0 * 1 * 2 

2 k -l} » k & 0 m ° 

2 t ' 3& & e, & i£ *m ^ i€ ffl & * # @ #J • 
^ i& £ #5 M ^ ^ f^Hb ' m^%7l B to 0 k -fit ft U & & 

N 2 ffi ' aft#^(10)^t6d^*^*»*3|** 

<>^** 3> 
if" Tfc. «L Ro~0 > 



*fi*.5&/L,£i&ffl t @ m (CNS)A4 (210 x 297 ) 
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B7 

J£; x #9itg,iH ( 5 ) 

mm i=0~|~n/kl » &*tT ?'J$5r# : 

q, = R^mod 2 k ) (12) 
R i+1 = (Ri+qi*N 2 )/2 k +aiB (13) 

& t N 2 =mN=-l(mod 2 k ). 

m %l *b ' JfoP #■ 1® ffi m # f'J #J * ^ ^ *J _L 2° > 2' > 

2 2 2 n "' Ht*a ' T a # f>] a TMI : 

2 n+k R ( „/k) + i=A*2 k *B + Q*N 2 (14) 
4*-r4L»>*£* 3 R (n /io + i 

2"R(n/k)+i=AB (mod N) (15) 
>1T£*3jgbA#ftft^^&^Ja#i]ffltelS]#5££l£^ ' 

X=R i+qi *N 2 (16) 

R i+ ,=X/2 k + a*B (17) 
# 4* Y=X/2 k ' $ ( 1 7) X T « 2fc & & : 
R i+1 =Y+a ; *B (18) 
4t »(16)^jf» #(18)s£ * ' ft & # & & - ^ * & 3£ # 
# — =fc *o * il % • ffij X #i *f & #J # 7t * # *3 JSJ tf) Hl 7t 
*t • & -T ^ ' T ^ #'J ffl IsJ — # ^ #4 2& 4S. (data path)-fc ^ ft ^ 
H # # & 3£ ' *o itb 4£ T ^ lp ^ a B a >5 #r £ # #J fir - 

§ £n Montgomery & £ >fc 3 t ' |S]*fc#&1t#_L#P!J 
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%rmw*% ( 6 ) 

fa k %L n tf]$L&n • t n^k$UB| ' 3pL H 
a #t SMB# -Tift ' k=32 ffij n=1024 of . ■£ flf $ ft 

St n m A » i & * J. $_ & # © *f ^ % £ ° itb - J£ 
Ja >} ® * * * & H 60 m ' # & ^ # # ' fl'J it & I 

Hf • Bit ' *#-«¥3Bp&;&l#LiltW* ' *f ^ ^ & *t S 

Montgomery jft % & H: A & it ^ 2T Sfc ' « it f J P£ Hi >1 ® ^ 

# & ^ Jt ' W «. dS - 3fc 4£ fpl * 3 J* ffi *t ^ ill f 

& - % - & - % ~ m & k n ^ - m & &n & & 

H i£ # it ' Jl5£#— i£#7t#.#/£#*-#@£-&&^&.ifc 
% —^Ei^- : - ' fflJ^M#^^-^ri£*^^ 

& ; - £ ^ & £ . jfe4£3fr-ti!t£--##*tS. ^ -t i& J£ — % 
#3t£*»-hs&#.H-##li£ • ft a 4£ ft i& * ^ 

^- ; f^:^^n_Lii|l^^ctit#^-^-*it*^^^- :: - * 
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& ^ &WVt*H ( 7 ) 

£ E ' i&#:^-t-it^>&3tE ' iiifcfl^**'****! 
M • m -t it & ** £ £ - t Kite ' ^ -t- it *MP ^ A* # 

#J3 fal ' 4$ -L it HI. 1£ -t ^ t « ^ ' £ <t -t it k m. 

% 4* * • 

£■ + ' _L it *H H T « - m to M fi s£ & ii ' #'J *° 

rsa ' & t *«j ^ m/p&m % %ft & 

fa m n m ® it » t « i ^ w t ,1 1 $ $ ^ i ^ i • 
ml £- & $ n- a s a x © « * ^ n$ ^ it ^ # ' -l it m 
& n m u m & -t. it # p»i ° 

£ 1 ffl ^ tf^^b^ Hr«fc^j4L^ ^>£ri$# H # 2T 4& ffl « 

£ 2 ffl t ^ - n m ft to n it 

% b$ % ft m ^ & m ° 

$ 3 ffl 4t7F-gE.*#-«E t $ — fa S ft & H it 

# B$ f & # #} 7F * Bl ° 

* 4 e 4k ^ m n & ira&^j t ^ n rsa ^/ 

% 5 ffl *■] m ^# B fl tfoiH ^[^^toim & ffl 

^ % & + ^ * ffl • 
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B7 

( 8 ) 

101 - 102 ♦ 103 - 104 - 105~4£# H ; 201 - 202~£ jl & ; 
203- aft* H : 204-:£ #<J tL ; 301 - 302 - 303 - 305 - 306- 
aL ^ ti ; 304~^o^n ; 10-RSA fa/mm H : i2~;fc/# & *S : 

14~4£3k>& ; 20~* a °*|-|r ; 22-ittfl^® ; 24~^o/^^ 

H ; 26-1*3 ^fi'ltft 0 

^ 3 k IpL n <ft ipl if ' gUb ^ # * #j H B a 

iSL ft #j£P Bp 3? (16)^ #j N 2 *u g (18)s£ tfj B)# & n/k & ' 

# & k to ft # tf & ♦ # Bp : 



<>g^->£: 4> 
1T ifcUt R 0 =o ; 

5g ® i=0~|"n/kl » T ?»J % ft '• 

q i =R i (mod2 k ) (19) 
mm j=0~[~n/k"l-l ' 3Mf Tf>l1fift ' 

(R i+1 )j = ((R i )j+q i *(N 2 ) j )/2 k +a i B j (20) 
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^MHWtfi ( 9 ) 

Sitb • ¥}%L&'&% qi*(N 2 )j *o a^Bj ^ ^ k & k ¥j 

%L Sk it % ' i^ttl^ia^ St^T^ Atli >V > 4a & * t j 

s@. SI & # 4. a & 4a. ^ $ #j m. % ° aJi-I^ji^TJ-x *•] m 

5> 

^ ax. Ro = 0 I 

m m i=0~rn/kl ' tfi-ttTli^ : 

q^Ri mod 2 k (21) 
W=q ; *(N 2 ) 0 (22) 
C.,=(Ri)o + W[(k-l):0]6ij aSL-fit^ Ji} (23) 
V=0 (24) 
i^ffl j=0~rn/kl-l ' ^«Tft^ : 

Z=W (25) 
W= qi *(N 2 ) j+1 (26) 
U=a,*Bj (27) 
{Cj, (Ri.OjJ^RiV. + W[(k-1):0] + Z[(2k-l):k] + 
U[(k-l):0]+V[(2k-l):k]+C j . 1 (28) 

V=U (29) 
^ tf t W * Z - U - V#,^^^a^ffl^#H (temporary 
register)' # *h Cj ^ tf it 4£ fft dJ fa 7t ' { C j5 (R i+1 )j } I'J 
$iir> k >fc it^o^^# c !§.-§- , || & it#i§ # #j q-N 2 » 

ai3Mf(Ri)o+W[(k-l):0]Jb 0° 

5 t USgrftl® k HI. k #J3jU£rii » #.tf-##(26)s$, 

1 1 



±t*.ikJL&i&m t ® m <CNS)A4 ML& (210 * 297 ) 
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B7 

JE- '> (10 ) 

*o %{21)A t 60 q s *(N 2 ) j+1 J* ,51 ai *Bj '|fJiMl#*5^j 

«Tftd«** 6 t • *f $ - 4® ffl 4 s & j aa ® 60 

((R i )j+q i *(N 2 ) j )/2 k ' ffn $ — -fin &m m w\ 4^*^60 *£££P^ o 
>g # * t a ^ ^ ^ : 

~lt $L t& Ro = 0 ' 

5m ffl i=0~f~n/kl » fktrT&ltiift : 

q s = Ri(mod 2 k ) (30) 
g -48=fc*mffi j=0~rn/kl-l » fkfrTMttift 
Y j =((R i ) j +q i *(N 2 ) j )/2 k (31) 

% — m-'^^m, j=o~rn/kl-i • *kft & 

(R i+l ) j =Y j +a i *B j (32) 

"it" T^j ex. Rq = 0 '■> 

5m H i=0~rn/kl ' 3&ff^TfMt : 

qi=Ri mod 2 k (33) 
W= qi *(N 2 ) 0 (34) 
C.,=(Ri) o +W[(k-l):O]60 it! (35) 

% MlH^^I! j=0~l"n/k~l-l ' te«Tftft : 
Z=W (36) 

12 
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XL - qtmiSLW di ) 

W= qi *(N 2 ) j+1 (37) 
{C jf Y j }=(R i ) j+ , + W[(k-1):0] + Z[(2k-l):k] +Cj., 

(38) 

C.,=0 (39) 
Z=0 (40) 
% 2 -IS^aaffl j=0~rn/kl-l ' Hifi-ttTfe^ : 
W=ai*Bj (41) 
{Cj, (K i+l ) j }=Y i + W[(k-1):0] + Z[(2k-l):k] +Cj., 

(42) 

Z=W (43) 

^}t#^6^^^*7 t ' ^. J» ^ * * * 5 6(r j ffl 
# /& tfHS 3© E ' ifc^^"ST«*^^L^# 2 fa k & k #J 

& n & & - m • & ^ m $ H s B # © ft • # - 2r © * #<] 

JX n=1024 • k=32 J*, fc| ' -H 32x 32 ft 

& ' mtst4ft.fi- — -is 32x 32 m^^^^r-m^^ ' ^P^^Lfi- 

_Lit^#^t^-^^^Sl^^(31)^^#ffl# 
(1024/32)=32 • f^m #] ' $i4t # ~ =fc. ffl # # (32) 

% # ffl # 32 #| Bf /f o gj jtt, , g,fg %l ipL>£ii#(# i 3g 
ffl )B'J ffl #(1024/32+1) x (32+32)=2112 ^ ° £ — 

» ' -bp *4£4S 1024 #ltLiM} RSA *fe 4$ & A? 4$ & 4§ 

H ^^^(H- Algorithm) - %\ £ $ Steffi f'J 2 

1 3 
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(12 ) 

x 2 1 1 2x 1 024 m b£ ft » & t A 4M >fHl a^f- ^ » io|«n^ • 
k £ #■ & & tp » H'jm$6*jB£ 4n 2 (n+l)/k 2 • & itb^T 
*o > _t ^ #. t * # T « W a B B # © A ti #s 'J- ' I s ) ^ -th> 
^ a i£ $<] itj i& it ^ @ #J - 

# 1 H4t>F*#^**fcfrJ + 3£#>£#>fc 6 7 

^.AoatSttt • &£.£&*§T? , I 101^#H 102* 

4£# H 103 104 * 1? # g 105 ; 201 - £ jl 

H 202 - 3fc&- n 203 * it 204 ; Bin 301 - SL 

5l it 302 * SLBL m 303 * 7)0 H 304 - JL >£. H 305 ^ JL ^ H 
306 • £1 T ^ *J *S i£ it #- ^ & * 3fr HI. ° 

101 Montgomery >^#^:^^^(R i+1 )j 

&*£.£-'!B^3&ffl+«J + ra2^7fc Yj - 102-105 
i#&ffl#.^#m#-fc$fc£$ir7* ^>fci€#^(ep $(37) 

^.sfa g(41)5^)t ^^^Tt'Hfe.St.^'A-Na-B-qi-^t ' 
N 2 *A-B#.J&II)Jt#*t' fln a^i^itA^^ i 3^ ffl 6«J «P 
^tort ' (N 2 )jttl BjU'I&il^TG N 2 *o B j ^a^^P^ 

#14*£(33)5$, ' ^# H 105 ^rM#^ q^^ Ri 
Rfe- JX 2 k m 4f - f J #J Ik *t ' *t R ; * 7b (k- 1 )~0 iSL 7t £P ^ ° 
IS] jtb ' X # H$ ^ # l§ 101 t^Tl^#^ Rj t 3*. di 4& #) k to 
it ' fcTa £ H 105 t #J qi ° 

£x.|| 201 ^^xS 202 fl«J ^ffi #. i*7 4fe ^ I^J ^iSffl t 
fc*3£*0f*#tt3*#*fc • «*»-fr«-«*SSBt ' »(37) 

14 
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B7 

5- > (13 ) 

&tt}$l% : -&%%$: qi^(N 2 )j • ZhjL%JZ-m=&3Qm t ' £(41)/ 

IpL&rit^ $ &ifa Bj • £ J. if 201 #o £ JL g 202 Hfl £ 
itifi^*!l-¥-7C 204 &}&%]it Sfe CTRL faSkty%k • 

k HI. k #jlpL^H 203 3Mf • 2k 

#J3pl*t(# *P W) ° 

jL^H 301-303 »] & #1 ffi 4* # 3flL * IS # * ' JLJ-lfr 
304 t it^t£(38)^^ %(A2)A#Jfa&'^% • -fe 
& Jj, 2k #j W^#iiL»J#j&ff3'iB-&&k6«iW* s l- , £ <MMi it 
W[(k-l):0H&i&$>J SLBl n 302' f% -fit it W[(2k- l):k] S'l i& $<] jL 
& g 301 o tin JEBL i§ 303 U'j AffiftM- t 6«J & -fit /t 

Z[(2k-l):k] - jL^H 305 m A #t # it - fa & % & * t #J 
4Mfi.7t Cj., ° 304 >&#l4t# ->0^^BI t £(38)^ic 

^^^--ja^Safflt £(42)^^^^il^ • 

ffl (Ri) j+ i i^L Yj^ttT^I^t ' #^l^t * -^H^Limffl Bf 
JL&lt 306 m#t#^J^L Yj' Jt'J ^# n 101 t ' 

ffii^^— te&mmvZsLBLn 306 m#t#^^(Ri) j+ , » 
m*gftm ioi t • 

H'l SI <¥3 *» T : 

?i Ri 1^ « 2 k ft 4$ *t ' **, ^ ^ ^ # §§ 101 t ^ Rj Jft >fe k >fr 
it #2S 105 * • 

^^it^v£ -^^L^ffl > ffl q ; * (N 2 )j ^o(Ri)j # 

# #- *t #. tt # * Y r 1T • t ' q^A* 

1 5 
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A7 

B7 

5. > #9ltt,¥i (14 ) 

105 t ° ffiil^^ j teift^'ft • -t#H 103 
t m iH ifc ^(N 2 )j • ffl 3fc>fc H 203 ^j^KI.*^^ 

ik ' £lpL##J&isj k iSLTt W[(2k-l):k]^it5'JiL^ H 301 • *} 
ffij life k <SL to W[(k-l):0]fl'J 3§ 302 ° i£ £j _iL ^ ? 

30r#*&i§ k tort W[(2k-l):k]H'J * i£ - B^p^ » -jSttf £ 
& T - fe. Y j+1 * -f tf ^ o % * %L3&&\SLELn 302 | 

"ft" 

tf&te k >fiL7b W[(k-l):0]B']£:&$---:*.2fe k Ol tL * 



55 



Z[(2k-l):k](fst#^jE^ ?J 303) - (Rj) j+ f(fl£ # ^ ^ # H 101)' f 
W-SL^r — ^.*o*i£*t ^jJt^^n/t Cj.,(^#^JL^g 305) > 
S&i&fa&m 304 Yj-JfcJ-'gE.T-'-'flaHf/f* ^ 

#H 101 t ° 

ffl » tfett k=32 • ffij n=1024 • * t % 1 *T 4t ^ ^(35)^ 
° t j=0 > fa ii 304 M'J m Ri[63:32] - 
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